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Agenda
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• Cyberattack Trends
• Top 10 Cyber Safety Tips
• Passwords and Multi-Factor Authentication (MFA)
• Phishing: Don’t Get Hooked!
• Phishing: Examples #1 through #5
• Ransomware: A Growing Threat
• Artificial Intelligence is Transforming Cybersecurity
• Safe Browsing Habits
• What to Do if Something Goes Wrong



Cyberattack Trends
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Mandiant M-Trends 2025 Report (Google Cloud Security)



Top 10 Cyber Safety Tips
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1. Use strong, unique passwords or a password manager
2. Don’t reuse passwords across different accounts
3. Turn on Multi-Factor Authentication (MFA) for key accounts
4. Think before you click (avoid suspicious links or attachments)
5. Limit what you share online (especially on social media)
6. Avoid public Wi-Fi for sensitive tasks (use a VPN if needed)
7. Keep software and devices updated (enable auto-updates)
8. Back up your data regularly (cloud + external drive)
9. Lock your devices with PINs, biometrics, or passcodes
10. Report suspicious activity

For more tips visit: Secure Our World | CISA

https://www.cisa.gov/secure-our-world


Passwords and Multi-Factor Authentication (MFA)
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• NIST Special Publication 800-63B - Digital Identity Guidelines
 Passwords should be easy to remember and hard to guess, for example longer 

passphrases instead of complex characters (e.g., ThreeRedCatsDance!, 
Books&Blankets4Winter)

• MFA requires the use of two or more distinct authentication factors:
 Something you know (e.g., password)
 Something you have (e.g., mobile device – e.g., app based)
 Something you are (e.g., fingerprint or face recognition)

• Phishing-resistant MFA: Smart Cards (PIV/CAC) and FIDO2 keys (YubiKey)

https://pages.nist.gov/800-63-3/sp800-63b.html


Phishing: Don’t Get Hooked
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• Phishing: emails or text messages trying to hook you and steal information. 

• Clues: urgent language, misspellings, strange links or attachments, or unusual sender.

• Types: Uniform Resource Locator (URL) phishing with embedded links (e.g., click here to 
unlock…), attachments, credential stealing (requiring data entry), QR codes, text message, etc.

• Targets: 1) spray and pray, 2) spear phishing - targets specific person, group or organization, 3) 
whaling – targets high ranking executives.

• Methods: They target an emotion to motivate a response. Generate a sense of curiosity, or fear, 
or urgency, or reward/recognition, or entertainment, or job opportunity, or social, etc.



Phishing: HRSA Example #1
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The sender’s address is 
impersonating a HRSA 
employee.



Phishing: HRSA Example #2
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The sender is trying to get a HRSA employee’s password.



Phishing: HRSA Example #3
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The sender is trying to get a HRSA 
employee to click on the link.



Phishing: HRSA Example #4
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The sender is 
impersonating HRSA.

The sender is using publicly 
available data to trick grantees.

This is a malicious link that will request name, 
email, phone number, SSN, driver’s license.



Phishing: HRSA Example #5
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The sender is trying to get the grantee to 
enter their name.

The sender is trying to get the grantee to 
enter their email address.

The sender is trying to get the grantee to 
enter their mobile number.
The sender is trying to get the grantee to 
enter their SSN.The sender is 

trying to get the 
grantee to upload 
their driver’s 
license.

The sender is 
impersonating the 
HRSA web site.



Ransomware: A Growing Threat
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• Malicious software either encrypts your files or systems - making them unusable - or 
steals your data. 

• The attackers then demand a ransom, often in cryptocurrency, either to prevent the 
stolen data from being leaked or to provide a decryption key to restore access.

• Average ransom payment: $1.0 M; Average recovery cost $1.5 M
2025 Ransomware Report: Sophos State of Ransomware

• #1 cause: Exploited vulnerabilities - keep your system updated.

• Attacks often start via phishing emails or exploited vulnerabilities of unpatched systems.

• Prevention: Avoid suspicious links, report anything strange.

https://www.sophos.com/en-us/content/state-of-ransomware


AI is Transforming Cybersecurity
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• AI is a double-edged sword in cybersecurity — a powerful defender and a growing threat.

• Powerful Defender:
 AI can analyze billions of events to spot anomalies faster than humans e.g., detecting zero-

day malware or insider threats
 AI-driven automated response actions e.g., isolating infected machines in seconds
 Machine learning (ML) to anticipate attack patterns before they occur e.g., flagging likely 

phishing domains based on behavior

• Growing Threat: 
 AI-Powered phishing, deepfakes and auto-generated emails increase realism and volume
 Automated vulnerability scanning AI can help attackers find weak points faster
 Adversarial AI attacks - cybercriminals can poison or deceive ML models



Safe Browsing Habits
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• Use HTTPS websites for secure communication (look for the padlock icon).

• Look at the URL and domain name carefully and use bookmarks.

• Avoid downloading files or software from untrusted sources. If unsure, check URL and 

files:
 VirusTotal (https://www.virustotal.com)

 Google Safe Browsing (https://transparencyreport.google.com/safe-browsing/search)

 URLVoid (https://www.urlvoid.com)

• Don't click on pop-ups or ads that seem too good or too alarming to be true.

• Avoid public and open Wi-Fi for sensitive transactions (e.g., banking).

• Mobile: Install apps only from official stores (Google Play, Apple App Store).

https://www.virustotal.com/
https://transparencyreport.google.com/safe-browsing/search
https://www.urlvoid.com/


What to Do if Something Goes Wrong
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• The first few minutes after a ransomware attack are crucial. Swift isolation and 
notification can dramatically reduce damage. For example, disconnect device from the 
network, report it, and preserve evidence (e.g., don’t reboot, but take pictures, etc.)

• Lost/stolen device or clicked on a suspicious link? Report to IT security staff 
immediately.

• Security is everyone’s responsibility. See something weird? Speak up.
 Unusual activity (e.g., password reset emails you didn’t request).

• Report cyber incidents to your IT Staff and the HRSA Project Officer or the HRSA Contact 
Center as soon as possible.
 HRSA can also take steps to take down the malicious site.



Questions
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Connect with HRSA

Learn more about our agency at: 
www.HRSA.gov

Sign up for the HRSA eNews

FOLLOW US: 
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http://www.hrsa.gov/
https://public.govdelivery.com/accounts/USHHSHRSA/subscriber/new?qsp=HRSA-subscribe
https://facebook.com/HRSAgov/
https://twitter.com/HRSAgov
https://www.instagram.com/hrsagov/
https://www.linkedin.com/company/us-government-department-of-health-&-human-services-hrsa/
https://www.youtube.com/user/HRSAtube
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